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1
Decision/action requested

It is proposed to approve this pCR to TR 33.867.
2
References

[1] 
TR 33.867
3
Rationale

This contribution proposes a new Key Issue for TR 33.867.
4
Detailed proposal

It is proposed to approve the following changes aiming to add new Key Issue to the TR 33.867, Study on user consent for 3GPP services.







***
BEGIN OF CHANGES
***

6.A
Key Issue #A: Confidentiality Protection
6.A.1
Key issue details

The offer of service contract for 3GPP services, indications of given, changed, and revoked consent for 3GPP services are parts of the agreed contract for 3GPP services and may carry confidential or private information. The confidentiality of these contract components has to be protected.
6.A.2
Security threats

If an adversary can eavesdrop or glean the offer of service contract for 3GPP services, indications of given, changed, and revoked consent for 3GPP services the confidentiality and privacy of user consent for 3GPP services will be lost.
6.A.3 Potential security requirements
5G System shall provide means to confidentiality protect the offer of service contract for 3GPP services, indications of given, changed, and revoked consent for 3GPP services.
***
END OF CHANGES
***

